METHOD AND APPARATUS FOR A TRUST PROCESSOR 


Abstract 

In an embodiment, an apparatus includes a cryptographic processor within a 
wireless device. The cryptographic processor includes at least one cryptographic 
5 unit. The cryptographic processor also includes a nonvolatile memory to store one 
or more microcode instructions, wherein at least one of the one or more microcode 
instructions is related to a sensitive operation. The cryptographic processor also 
includes a controller to control execution of the one or more microcode instructions 
by the at least one cryptographic unit, wherein the controller is to preclude 
1 0 execution of the sensitive operation if the apparatus is within an untrusted state. 
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